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News stories of data breaches caused by weak and stolen credentials are increasingly frequent 

and easily preventable. 

With Australia's data breach reporting law now in full effect, the country 

recently reported (Chart 1.7) that nearly 50% of all (reported) cyberattacks this past quarter 

(3rd 2018) involved the abuse of compromised credentials such as usernames and passwords. 

Other massive breaches such as the 2013 Yahoo hack, which affected all 300 billion accounts 

and the OPM breach that affected nearly 22 million federal employees were preventable, too. 

Yet these resulted in catastrophic and lifelong risk to the privacy of its victims. 
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It should be obvious, then, that detecting and protecting against the use of compromised 

credentials should be a top priority for businesses. However, business leaders often buy into 

the belief that merely having two-factor authentication enabled is a silver bullet that will 

protect their privacy and reputation. 

We Are All Victims Now 

This ease with which hackers and cybercriminals can carry out credential-based attacks 

creates unnecessary risk exposure and leaves organizations ill-prepared to stop preventable 

breaches. They are just not investing in security solutions that can keep their businesses and 

users protected. 

In fact, a recent Google study reported that only about 3.1% of Google users whose accounts 

get hijacked set up multifactor authentication after regaining control of their accounts. While 

some may argue that consumer use is lower than business usage, there is anecdotal evidence 

to suggest otherwise, such as Deloitte's data breach, which occurred due to a lack of two-

factor authentication. That is closer to the reality that adoption by businesses remains low and 

elusive. 

I believe breaches affect an individual's privacy more than they impact business performance. 

The Equifax breach involved the names, Social Security numbers, birth dates, addresses and, 

in some instances, driver’s license numbers of millions of people. Credit card numbers can 

easily be canceled and reissued after a breach, but the personally identifiable information of 

the victims cannot. 

In fact, according to Pew Research Center, 64% of Americans have experienced a major data 

breach. This is in spite of the fact that spending on cybersecurity products and services will 

exceed $1 trillion cumulatively over the next four years, according to a Cybersecurity 

Ventures' Market Report, and this trend shows no signs of abating. 

Breach Notification ≠ Identity Threat Protection 

Last summer, NIST announced 800-63B. The new guideline (5.1.1.2 - Memorized Secret 

Verifiers) requires organizations to check, among other things, that passwords are strong and 

not "obtained from previous breach corpuses," thus making intelligence-driven security a top 

priority. 

I frequently speak with private sector companies and institutions of higher education that are 

looking at the NIST guidelines as a best practice for secure digital identities. They realize that 

it is not enough to answer, "Have I been pwned?" Security leaders assume a state of breach 

today. Leading organizations that adopt identity threat protection today will be able to tell, 

“How at risk are my users and my organization to compromised credentials?” and automate 

remediation without any user involvement. 

When it comes to collecting and analyzing sensitive credential breaches from the dark web, 

applying 80/20 thinking will only put organizations at higher risk (i.e., 20% of the leaked 

credentials cannot mitigate 80% of the risk). Leading vendors offer global coverage, keeping 

sensitive credential data protected while providing real-time insights and actionable 

intelligence. 
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Our Moral And Fiduciary Responsibility 

I am the parent of a cancer survivor who, at the tender age of nine days old, had one of her 

kidneys removed due to a Stage 2 tumor. Horrified as new parents, and eager to do the "right 

thing," we filled out all the insurance forms, signed up for the websites, attended the 

physician appointments and went through all the chemo treatments. Eight years after doing 

the right things, the Anthem medical data breach occurred. Of course, we were offered free 

credit monitoring, but that does not mitigate the long-term risk of identity theft that may exist 

for the rest of our daughter’s life. 

Like diagnosing cancer in its later stages increases mortality rates, the longer that 

compromised credentials go undetected, the longer that hackers can stay on your network 

(dwell time), which too frequently results in unnecessary financial and reputational damages 

to organizations. 

To make early detection and response a reality, business leaders must take note and the 

following decisive actions: 

• Go beyond free breach notification services and insist on knowing the risk score for your 

users and organization. 

• Develop a strategy to integrate identity threat intelligence and automate your response and 

remediation efforts. 

• Have your team properly secure passwords and other credentials against compromise at 

every step of the user management life cycle. 

It’s often heard that nothing is certain but death and taxes. I would posit that data breaches 

caused by credential attacks are a pretty sure bet as well. Consumers, employees and citizens 

deserve better than apologies and free credit monitoring services. Luckily, credential 

breaches can be optional for organizations that take a practical approach to their planning 

process and incorporate identity threat protection into their identity and access management 

strategy. 
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