
Sodinokibi – Next-Gen RaaS - Ransomware as a Service 

A summary by CRINS 
The creators of GandCrab a ransomware product retired recently. The FBI says. 
"Experts estimate GandCrab infected over 500,000 victims worldwide, causing 
losses in excess of $300 million." Although successful, GandCrab ransomware was 
not satisfying the GandCrab gangs rapidly growing affiliate base.   

GandCrab affiliates required more automation to allow and manage multiple points of 
attack and handle volume of ransoms paid daily from multiple sources. The holy grail 
for Affiliates was a version of RaaS, with scalable management tools, which enabled 
them to attack hubs of potential such as MSPs, Associations, Accountants etc. The 
Affiliate’s targets needed to be able to pay the ransom easily and receive the decrypt 
key automatically with no further involvement by the affiliate. 

In essence the market demanded more automation and scalability to increase 
returns. 

Enter Sodinokibi. It is suspected, based on some obvious code overlap, some of the 
original owners/developers may have moved across to further develop next-gen 
ransomware Sodinokibi. There are strong indications that similar RaaS products 
Sodin and REvil are also linked. 

Affiliates associated with both GandCrab and Sodinokibi also contributed to its 
development. The developers listened. Affiliates left GandCrab for the more lucrative 
Sodinokibi. Profits have gone exponential for the Sodinokibi ransomware providers 
and their Affiliates.  

Affiliates needed RaaS that could easily manage attacking multiple IT Service 
Providers, MSSPs and MSPs along with their client base simultaneously. It also 
needed to automatically manage the thousands of transactions and money flow from 
these assaults.  

Sodinokibi affiliates are happy. They have what they want. Reports are coming in of 
Affiliates receiving hundreds of thousands of dollars a day. Cyber criminals are 
flocking to Sodinokibi to become Affiliates. The Sodinokibi gang retain a minimum of 
30% as payment for use of the system.  

Using Sodinokibi, affiliates now have a system capable of well managed mass 
attacks such as the recent August attack through an MSP which simultaneously 
compromised 22 local government councils in Texas. This was not possible before 
Sodinokibi. Hacking IT service providers as well as managed service providers has 
commenced.  
Sodinokibi enables the affiliate to distribute the ransomware to hundreds or 
thousands of endpoints managed by the service provider. It's been devastating, 
because when they do get into an MSP, they hit hundreds of companies, sometimes 
simultaneously, generating a very high return on the attack, rather than just hitting 
the MSP, which is also a small business. They're hitting hundreds of small 
organizations at a time. 



Sodinokibi affiliates have been using the following tactics in an attempt to 
compromise victims: 

    RDP: Brute-forcing RDP credentials via password-cracking tools, or buying 
already stolen passwords for a specific target, to access a victim's network; 

    Phishing: Distributing crypto-locking malware via spear-phishing emails that carry 
weaponized attachments, which are often malicious Office documents; 

    Scripts: Using batch (BAT) files to download payloads being stored on text-sharing 
site Pastebin, then injecting these into an operating system process; 

    IT service providers: Hacking into IT and managed service providers to use the 
MSP's own software, deployed onto clients' endpoints, to push ransomware onto 
numerous endpoints at once. 

For the third quarter of this year, the average ransom amount paid was $41,198, an 
increase of 13 percent compared to the second quarter and a nearly six-fold 
increase from the third quarter of 2018, according to ransomware incident response 
firm Coveware. 

The Sodinokibi gang will not allow the system to be used on – school emails nor can 
it be used within The Commonwealth of Independent States (CIS) ten former Soviet 
Republics: Armenia, Belarus, Kazakhstan, Kyrgyzstan, Moldova, Russia, Tajikistan, 
Turkmenistan, Ukraine, and Uzbekistan. 

If Buran malware, also available as RaaS, detects a device that is located in the 
Russian Federation, Belarus or Ukraine, it automatically stops the attack.

The Sodinokibi RaaS automatically collects ransom bitcoin, ‘mixes and washes’ then 
returns the bitcoin, after multiple routing actions, to the Affiliate’s nominated ‘wallet’ 
less the agreed percentage retained by the Sodinokibi gang.  



 

REvil/Sodinokibi/Sodin self-service decryptor page, reachable for the anonymizing 
Tor browser. (Image Source: Secureworks)  



REvil's decoded ransom note template with variable placeholders that can be 

customized by affiliates. (Image Source: Secureworks) 

 


