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Ransomware gangs continue to innovate. Indeed, barely a day seems to go by without 
news of yet another high-profile victim of crypto-locking malware coming to light. 

In just the past week, for starters, reports have emerged of a collaboration between the 
Maze and Lockbit gangs, as well as the REvil - aka Sodinokibi - operators not leaking 
stolen data for free when victims don't pay, but instead auctioning it off to the highest 
bidder.  

Fresh Shakedown Play: Auctioning Stolen Data 
Another innovation that's come to light in recent days is not leaking data, but instead 
auctioning it for sale to the highest bidder. 

Last week, the operators behind the ransomware-as-a-service operation REvil began 
auctioning data that the gang claims was stolen from Canadian agricultural company 
Agromart Group, which includes Sollio Agriculture, and promised there would soon be more 
victims to highlight. 

Emsisoft threat analyst Brett Callow tells Information Security Media Group - "Selling the 
data in this way not only provides the criminals with an additional option for monetization, it 
also puts additional pressure on future victims," he says. "The prospect of their data being 
auctioned and sold to competitors or other criminal enterprises is likely to concern 
companies more than the prospect of it simply being posted on an obscure Tor site." 



On the other hand, a shakedown is a shakedown, right? "While there is no substantive 
difference, I suspect companies may feel more pressured by the prospect of their data 
being auctioned," Callow adds. 

That proposition is set to be further tested, as REvil in recent days has begun data auctions 
for two more alleged victims: Fraser Wheeler & Courtney LLP, based in Lake Charles, 
Louisiana; and Vierra Magen Marcus LLP, in Daly City, California. Neither law firm 
immediately responded to a request for comment. 

Targeted Ransomware Attacks Continue 
Ransomware attacks typically fall into one of two buckets, says incident response expert 
David Stubley, who heads Edinburgh, Scotland-based security testing firm and consultancy 
7 Elements. Some attackers practice "smash and grab," gaining access to a network, 
infecting a bunch of endpoints and then moving on, he says. But other attackers are more 
advanced, and spend their time conducting reconnaissance, gathering credentials, studying 
potential avenues for hitting business partners and more. 

 
Unfixed Flaws Get Exploited by Others 
Namely, many breaches do not begin or end with ransomware. Before infecting systems 
with crypto-locking malware, attackers may have gained remote access to the network via 
brute-forced remote desktop protocol credentials or a phishing attack. Then they may have 
spent weeks or months leapfrogging to other systems, conducting reconnaissance, 
potentially stealing administrator-level access credentials for Active Directory as well as 
stealing sensitive data to potentially leak it later if victims do not immediately pay. 

Even after a company experiences a ransomware outbreak, the current attackers may not 
be finished, and new attackers may come calling to try and find weaknesses the company 
hasn't yet fixed. 

"Toll Group was attacked a second time because it failed to secure its network after the first 
attack," Emsisoft's Callow says, referring to the Australian shipping giant, which got hit by a 
Netwalker - aka Mailto - attack in March, only to get hit about six weeks later by the Nefilim 
gang. Likewise, mailing equipment manufacturer Pitney Bowes was recently hit by a 
ransomware attack - it's blamed Maze - after being previously hit by ransomware in October 
2019, reportedly by Ryuk. 

Gangs May Still Be Camped Out 
Sometimes, attackers remain camped out in victims' networks after hitting it with 
ransomware. For victims, one challenge can be that attackers can eavesdrop on their post-
breach response plans. Recently, for example, "REvil and Maze seemingly continued to 
have post-incident access to Agromark and ST Engineering's networks," Callow says. 

In the latter attack, Singapore-based defense contractor ST Engineering has confirmed that 
its North American subsidiary VT San Antonio Aerospace was hit by the Maze ransomware 
gang. ST Engineering hasn't said when the attack began. Documents subsequently leaked 
by attackers, however, include an incident response report - suggesting that attackers 
continued to enjoy remote access to systems - saying the firm's systems were crypto-
locked by attackers on March 7.  
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